NOWALSKY, BRONSTON & GOTHARD

A Professional Limited Liability Company
Attorneys at Law

Leop L. Nowalsky 3500 North Causeway Boulevard Philip R. Adams, Jr.
Benjamin W, Bronston Suite 1442
Edward P. Gothard Metairie, Louisiana 70002

Telephone: (504) 832-1984
Facsimile: (504) 831-0892

February 17, 2009
Via ECFS
Marlene H. Dortch, Secretary
Federal Communications Commission
445 12" Street S.W.
Washington, D.C. 20554

RE:  Annual Customer Proprietary Network Information Compliance
Certification; EB Docket No. 06-36,

Dear Ms. Dortch:
Please find attached the Annual Customer Proprietary Network Information (“CPNI”)
Compliance Certification for GeoTel Communications, Inc. Please feel free to call me if
you have any questions regarding this filing.

Sincerely,

Leon Nowalsky

LLN/cdp
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REATMENT OF
WORK INFORMATION

it 15 GeoTel Communications Services, Ine.’s (*GepTel™) policy not 1o use CPNI for any
activity other than permitted By law. Ay disclosure of CPNL t other parties (such as
affiliates, vendors, and agents) gtours only it Is necessary to conduct a legitimale
busingss activity relited fo the services alteady provided by the company to the customer.

If the Conpany is ot req ired by law to disclose the CPRIL or if the intended use does
not il within one of the cerve outs, the Comnpany will first obtain fhe customer’s consent
prior to uskig CPML

(reoTel follows industry-standard practices 1o prevent unanthorized access to CPNL by a
persen other that the subscribaror GeoTel. anevel GedTel cannot guarantee that thése
practices will prevent every unauthorized attempt to access, use, or disclose personally
ideutifiabie information. Therefore:

Al ¥ an upauthonized disclosure were fo ogour, GeoTel shall provide notification of
the breach within seven (7) days o the United States Secret Service (“USSS™) and
the Federal Burean of Investigation (“FBP.

5, Geo F{:[ shaii wau an aaidmm}ai seveir (") days from its government notice prior o

C. Notwithstanding fhe. t)_rvzwxsmns in subparagraph. B above, GeoTel shall not wait
the-additfonal seven (7) days to notify its chstomers if GeoTel determines there is
ap immediate risk of iprephralile B & fhe eustomer

o GeoTel shall maintaiy records of discovered breaches for a peried of at least two
{23 years.

upen amp’foymmt wzﬁz ths Comnan ¥y and aﬂnuail'v thereaﬁcr

A Spacifically, GeoTel shall probibit:i its pers@nnei from relsasing CPNI based upon
a customer-inifiated telephione call except under the following three {3
oifcumstancss:

i When the customer ha_s}-pre-.eétablished 4 password,

p When the mnfermation. rec;uested by the customer is to be seni to the
cistoner’s addrass of record, or

3. When GeoTel calls the sus?:omvz s telephone mamber of tecord and
discusses the information wﬁh the party initially idensified by customer
wheh sesvine Was initiated.
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B. GeoTal may use CPNY for the following purposes:

@

To initiate, render, mainiain, repait, bitl and collect for services;

« To profect ity property tights; or fo protect its subscribers or other casriers
Fom: fraundalent, dbusive | or the nokwiul use of; or subsoription to, such
SETVICES;

= To provide inbound ielemarketing, refemal or adipinistrative services to
the cuglomer dmmg 7 customier indfigted call and with the o mc.me'r’s
jmformed consertt. '

s To market mémonal services to customers thel are within the same
categories of gervice to which the customer alteady subseribes;

s To market services: fenncrlv known g5 adjunct-tosbasic services; and

s To merket additional services fo customers with the receipt.of informed

sonsett via theuse of opi-in-of opi-out, as applicdble,

Prior.to allowing aceess o Custotners” tndividually identifiable CPINY to GooTel’s joint
venturers ot indeperident contractors, Gsea"{‘ci will requive, In order to safoguard that
mxormafma :er egstw into beth ﬁcmf dcnmktv a.arm,ments that eNSULE comp mmt., wﬁ%z

%em prowdec'

Geolel roguites express written authorizaton from the cusiomer prier to dzspcnsmc
CPNIto newy cartiers, except 2% otherwise re qmwé by law.

CGraoTel doss not market, share or-ttherwise seil CPNT infonmation to any thisd pariy.

GeoTel matataing a record of its-owm and ity affiliates” sales and marketing campaigns
that use GeoTel’s custorhers” CENL  The record will include a description of each

amgazgq e sp«::uim CPNI:that was used in the campaigh, and what products and
servioss were oifercd as pa:@s ofthe campmgn

A Prior commencement of a:sales or marketmv carnpaign that utiiizes €PN, GeoTel
establishes the status of & customer’s CPNL approval. The following sets foxth the
procedure followed by GeoTel

* Prier fo any solicitalion for customer approval, GeoTel will nofify
customners oftheir: Tight to restiict the use of, disclosure of, and access to -
’h{,ll’ {‘?NE
ub‘t’am castomer appravgi prl of tc} usmg, disciosmg,, or perm;wnc agks %s o
CPNL
» A cuStomer’s approval or disapproval remains ineffect until the custorer
revokes or limits sueh approval or disapproval.
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» Records of approvals-ere mamxamcd for at least:one vear.

s (eoTel provides mdi"'mne notice: to customers when soficiting aporoval
6 use, discloss, Or pernit access to CPNL

& The content of Uf;e Tel's CPNI notices comply with FCC rule 64.2008 (o).

GeolTebbes. imp&ememed: a system-io obtain approval and informed consent from its
customers prior to e nse-of CPNI for marketing purposes. This system allows

for the status-of & customer’s PN« approval 1o be clearly establishied prior to the
use of CPNL

(GeoTel bas. a.supsrvisory review process regarding compliance with the CPNT rules for
outh md rarkéting situations andwWill maintain compliance records for at Teast one AL
ally, Geolel’s sales personinel will’ ‘Glitain éxpress. approval of auy pm}::oscd
omnmmé zna&{;;}zzg vequest for customer approval of the use of CPMI by The General
Counsel of GeoTel,

GeoTel notifies cugtomers immediately of any account changes, including address of
record, authentication, onlitte account. aﬁd pg&swerd related chauges.

GeoTel may negotiate ajtemalive authentication procedures for services that GeoTel
nrowdes o business - cusiomerd that have = dedicated account represetitative and a
Geinitrdol ihai.spec;ﬁca‘i}iy addresses Geo'Tel’s protection of CPNL

(Geolel is prepared to provide wiitien notice within five business days to the FCC of any
instance whers the opi-id muchambnﬁs do not work properly fo sueh 2 dogree that
consiner’s inability to opi-in is more than an anomaly.



PNI Certification
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Anrual 64.2009(¢} CPNE Centificate for 2009
Dats Filed: ;;‘}f ki f@g? e

Mame of company{s) covered by this cs:rt'iﬂcatign; Geotel Communications Services, Ine '
Form 499 Filer 113 825397

MName.of signatory: (eorge Amandéia

Title of stgnatory: President

I, George Amandola. certify that 1 am an officer of the company: named above,
and acting as agent of the company, that T ave ;;erso;;ai knowledge that the compariy has -
established opemtmg progedwes thatare adequate to ensure compliance with the '
Cotnmission’s CPM rales. See 47 CFR. § 64.2001 ef seq.

compaiiy’s ;}mcadmeq sfisure ﬂ!.e cexzapmy i% 1_=<,om‘nhazzce mtb thc reqmmmwts aﬁlt
forth in section 642001 ef seq: of the Commi ssion’s rules .

‘the company- Lz not fakenany actions-(procsedings instituted or petitions filed
by any company zt-either state commissions; the court'system, or al.the Cominission
asaz(mi date brokers) ngaiiist dat abrokers in-the past vear, Thesteps the. Company bas
taken to protect CPNI include; updating its CENI practices and procedures and
conducting new training designated to ensure complance with the FCC’s modified CPNI
rules.

The company hag not received any customer complatnts in the past year
concerning theuna ﬂ:}@fzzed release 6f C?;'E
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